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REVIEW OF STATUS OF RECOMMENDATIONS MADE BY MR. COMRIE PROTECTED
RECOMMENDATION IBAC Rec ACTIONS TO DATE FUTURE ACTIONS
No.
4. That Victoria Police note my endorsement of | 2 COMPLETED Proposed development of Interpose

—-

o

the CMRD findings concerning the lack of
risk assessment insight and lack of revisiting
risk assessments as matters of significant
concern. Such failing must be subject of
substantial and sustained remedial action
and should also be the focus of a follow up
audit by CMRD no later than June 2013

That Victoria Police develop a more
comprehensive and robust human source
risk assessment process to address the
many shortcomings apparent in the 3838
risk assessment process. This revised
process, in particular, must ensure:

a. Clear particularisation of the purpose for
engagement of the human source and
instructions that if there is change to this
purpose, or any form of bracket creep in
original intentions, then a new full risk
assessment process must be
undertaken

3a

Policy updated to reflect ongoing requirements as outlined below. Also, Internal Audit review of 2015,
VPM Section 1.7 Controller, includes dot point

+  Once registration has been approved (for further information about registration of sources see section 3) and a source code
allocated, the controller is to:
- monitor and review all activities within the source's Interpose file
- review both the risk assessment and Acknowledgement of Responsibilities Form on a monthly basis

VPM Section 3.2 Human sources, includes dot point

* Risk assessments for human sources must be updated every three months at a minimum. The review must be conducted by
the OIC in consultation with the controller (and other handling team members if desired).

VPM Section 16 Audit and compliance, includes dot point

+  Controllers must complete a monthly review of the source relationship, risk assessment and information gained.

+  0IC's must review active registrations every three months.

* In cases of high risk sources the LSR, as a compaonent of the monthly inspection process, must endorse current risk
assessments to reflect that no new risks have arisen that would require a revised risk assessment being conducted and that
the current risk assessment remains fit for the purpose. The LSR must also document the checks and inquiries undertaken
in order to make such a determination,

Victoria Police has developed two completely new risk assessment instruments;

COMPLETED

These risk assessments identify all generic risks
present in a human source relationship as well as allowing for the identification of risks specific to that
relationship.

VPM Section 4.3 Risk Categories, includes the dot point:

+  The risk assessment must clearly articulate the purpose for engagement of the source and if there is any change in that
purpose or any movement from the original intent, then a full new risk assessment must be undertaken.

reports to more easily identify when
reviews are required as part of Team
Central task resulting from Internal Audit l
review in 2015. This will also be included |
in the design of the replacement system |
for Interpose.

3.3.18 Update from HSMU [N

This is now ongoing as part of the Blue
Connect program with a proposal for an
HSMLU! specific component - pending

The Risk Assessment is currently being
re-worked so that sources with no or low
risk will require less questions to be
answered but sources of a higher risk
will require more questions. Itis also
proposed to use separate document for
an initial risk assessment and ongoing
assessments. The ongoing risk
assessments will deal specifically with
any change of purpose, target or tasking,
along with assessing the sources ability
to comply with instructions and the AOR.

3.3.18 Update from HsmU [T

Currently in draft with proposal for 13
basic questions for low risk. Pending.

b. That where complex legal and ethical
considerations are evident, such as the
source being occupationally bound by
other duties, then consultation must
occur with the Victoria Police Director of
Legal Services prior to completion of the
risk assessment process.

| 3b

COMPLETED
VPM Section 4.5 Legal, ethical, medical or psychological considerations includes the following dot points.

+  Where complex legal, ethical or medical considerations are evident with a human source, such as the human source being
occupationally bound by other duties, or there is (the presence of medical or mental health issues) advice must be sought
from the HSMU. Examples of persons falling into this category include but are not limited to; lawyers, doctors, members of
parliament and religious officials.

It is proposed to separate legal
professional privilege issues from health
issues within policy.

3.3.18 Update from HSMU E_

This has been separated in the VPM
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REVIEW OF STATUS OF RECOMMENDATIONS MADE BY MR. COMRIE PROTECTED
RECOMMENDATION IBAC Rec ACTIONS TO DATE FUTURE ACTIONS
No.
-~ | = _________1
f.  That for high risk source cases the LSR, | 3f COMPLETED Nil
;Ssae%i’gsor:ggéi tz}eugloenr:ggrse | VPM at Section 4.4 High risk and extreme risk sources, includes |
& r?ent riskpassess}rwents o reflect that |- [ = Incases of high risk source the LSR, as a component of the monthly inspection process, must endorse current risk ;
ng w risks have ansen that would : assessments to reflect that no new risks have arisen that would require a revised risk assessment being conducted and that ;
e . - . ' | the current risk assessment remains fit for the purpose. The LSR must also document the checks and inquiries undertaken
require a revised risk assessment being ¥ oter o ks Bhich 8 determinaton |
conducted and that the current risk { ! |
E;slr\?rsw?;g?r;tlggnd]z::nusnzg;?rtr?:;ph?cis ;23 , | VPM at Section ,16 Audit and compliance, includes the following dot point
e it tielartaknn fi-aidar 0 Mk [ | + Incases of high risk sources the LSR, as a component of the monthly inspection process, must endorse current risk 1
suqch determination assessments to reflect that no new risks have arisen that would require a revised risk assessment being conducted and that | .
i the current risk assessment remains fit for the purpose. The LSR must also document the checks and inquiries undertaken | i
f in order to make such a determination. |
|
—— —.— _ — —— - i ——— e f— —————————— — - — - —_ - —— — - —— e + ; - — —_— i
g. That for high risk source cases there is | 3g COMPLETED | Nil

sufficient capability and capacity to
service the relationship and maintain |
reporting requirements. |

| VPM at Section 4.4 High risk and extreme risk sources, includes ‘

|« Asource identified as high or extreme risk following a risk assessment must be managed by sufficient personne]“

| ﬁ | |
| |

|

— MRS - ey

| COMPLETED | Seek executive endorsement to not
implement this recommendation.

6. That in redeveloping its human source risk
assessment process Victoria Police
consider the covert policing risk assessment
methodology

|

|

I | The current risk assessment document used for human sources is based on the ANZPAA five pillars of |
| | risk, which is the Australian National Standard. The main categories are as follows
|

|

|

‘ 1. Risk to source y 2 49
(see Appendix C). . 2. Risk to police handlers Bk £ x il
3. Risk to information A e S e AP A
‘ 4. Risk to Victoria Police gl L : )
[ | 5. Risk to the community pol i s el
~F110244

Whilst there is not a direct correlation from one to the other an examination of the questions asked under ‘
| both risk assessment are strikingly similar they are just grouped under different headings.
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FUTURE ACTIONS

he CSR must

REVIEW OF STATUS OF RECOMMENDATIONS MADE BY MR. COMRIE PROTECTED
RECOMMENDATION IBAC Rec ACTIONS TO DATE
No.
12. That Victoria Police introduce a process that NOT IMPLEMENTED
. . - » |
:ﬁ'ﬂ;ﬁgﬁgfﬁ: :gi;?;:?gﬁ;:?aﬁz?ggue Itis not reasonable for the CSR to provide a detailed justification statement for every source registered.
- all conaldarations related 16 thalt A registration approval by the CSR (or the HSMU on the CSR'’s behalf) is approved based on:
authorisation of usage of human sources. » the targets of the intelligence
This statement the registrar deems » the tasking of the source
appropriate should also particularise any e risk assessment completed, including mitigation strategies
conditions that the registrar deems « the qualification of the handling team for higher risk sources
appropriate for authorisation. The » recommendations of the OIC & LSR
authorising statement must also provide for
formal adoption by all those who are to For low and medium risk sources the registration is signed off by the HSMU who assess the file and
engage with the source. Victoria Police may examine the proportionality of the proposed tasking and use of the source.
consider adopting a format for this
statement similar to that utilised by ||l For sources that are high risk,[E
I ! personally approve registration. This applies a higher level of examination of proportionality is applied
| | without the need for a specific statement from the CSR.
| If Mr. Comrie is referring to the LSR then the same argument would still apply. The LSR can put any
| restrictive comments or conditions on the Interpose file [»
13. That policies and procedures are developed | 13 COMPLETED

to guide actions where significant

psychological issues are apparent or are
perceived to exist with a human source,
These policies and procedures must ensure
escalation of such issues to source registrar
level and also ensure that where appropriate |
professional psychological advice is

obtained and given proper regard.

The VPM at section 4.5 Legal, ethical, medical or psychological considerations inciuded the following dot point.

Where significant psychological or medical issues are apparent or are perceived to exist at any stage of the
human source registration or management process HSMU must seek advice from Psychology Services or a
Forensic Medical Officer at VIFM and provide that advice both to the LSR and CSR for consideration and
proper regard.

14. That human source policies, procedures and
instructions be revised to clearly reflect that
significant risks present when multiple
handlers are utilised for any particular
human source. Any proposal to utilise
multiple handlers should be conditional upon
an appropriate risk assessment process
being conducted to ensure appropriate ‘
controls are set in place for all foreseeable |
risks. '

|
|
f
|
|

COMPLETED

| The current VPM covers a change of handling team when the new handling team is from a different work

unit.
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2.5Transfer of human sources

Where the transfer of a human source from one handling team to another team outside of the originating
workgroup is being contemplated, the HSMU must be consulted. In any such instance an appropriate
management plan must be formulated.

The management plan must clearly articulate roles, responsibilities and management arrangements. A new
risk assessment must be undertaken.

A New Interpose registration process must be initiated by the receiving workgroup.

PROTECTED

Seek executive endorsement to not
implement this recommendation.

Executive Endorsement obtained to not
Implement this recommendation from DC
Patton on 27.2.17

FF110244 {12 refers

Policy can be enhanced to apply the
same requirement for a documented

| hand over process with a new risk
assessment, management plan and
controller meeting for when the handling
team is changed within the handling
teams work unit. Also to include LSR
notification.

3.3.18 Update from HSMU [STTEER

| Updated in the VPM review 2.5
J FF110244 refers — still pending
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