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Victoria Police Manual

The Victoria Police Manual is issued under the authority of the Chief Commissioner in section 60,
Victoria Police Act 2013. Non-compliance with or a departure from the Victoria Police Manual may
be subject to management or disciplinary action. Employees must use the Code of Conduct —
Professional and Ethical Standards to inform the decisions they make to support compliance.

Human sources

Context

For the purposes of investigating crimes, police use a number of means to obtain information
and intelligence. One is the use of confidential human intelligence sources, referred to by
Victoria Police as human sources. This policy has been developed to:

e protect the integrity and safety of members and human sources

e ensure the management of human sources is within legal and ethical boundaries
e protect Victoria Police's reputation

e protect Victoria Police's methodology

e support the use of human sources in investigations and intelligence gathering.

Contents
Scope and Application 2
Responsibilities and Procedures 2
1 Glossary and definitions 2
2 Use of human sources 10
3 The registration process 13
4. Risk assessment 15
5 Status of sources registration 19
6. Managing and protecting sources 23
7 Contact with sources 26
8. Rewards and expenses related to sources 28
9. _ 30

10. Death of or serious harm caused to sources 31
T, 31
12, 32
13, 32
14. Disclosure of source identity 33
15. Reporting inappropriate behaviour 33
16.  Audit and compliance 33
Related documents 34
Further advice and information 34
Update history 34
1

Sensitive: Legal






VPL.0015.0003.0003

Sensitive: Legal

VICTORIA POLICE MANUAL — Human sources

1.3  Juvenile source

A juvenile source is any person registered as either a human or community source who
has not yet reached 18 years of age.

e The following applies for a juvenile source:

- risk assessments must always address their vulnerability specific to their age
and maturity

- authorisation for juvenile sources is limited to one month with all subsequent
renewals restricted to one month unless the source has reached their 18th
birthday

- the Local Source Registrar must review the initial registration application to
register and use the juvenile source within 72 hours of the registration process
commencing

- aparent and/or legal guardian (includes persons who are under State care)
must give consent unless exceptional circumstances exist. If consent is not
obtained, the grounds for not doing so must be properly established and
approved by the Loeal Central Source Registrar

- they should only be used to supply information about members of their
immediate family in exceptional circumstances and only where approved by the
Central Source Registrar.

NOTE: Where policy is applicable to all categories of source, they are collectively
referred to as ‘sources’ or a ‘source’.

1.4  Handling team
¢ A handling team must contain a minimum structure as follows:

- Local Source Registrar

- Officerin Charge

- Controller

- Handler

- Co-Hhandler (may be multiple co-handlers).

e All members must have completed the Level 1 Human Source Management Course
as a minimum (information about human source management training can be
found at section 1.17). The Central Source Registrar may determine that some or all
handling team members require higher training levels. This decision will be made
according to factors including:

- the level of overall risk involved in the management of a particular source,
and/or

- the work group/team managing the source, and/or

- any other relevant factors considered necessary in determining if higher
training is required.

1.5 Handler

e A sworn member who has the primary responsibility for contact with the source and
for the initial evaluation of information supplied by that source.

¢ No member can be assigned as a Hhandler (or to any other handling team role)
unless they have completed the Level 1 Human Source Management Course as a
minimum.

e The functions of a handler include:
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issue relevant to a subpoena, the liaison officer at of the bedy agency issuing the
subpoena sheuld will be contacted by HSMU for advice.

2.4 Use of interpreters

e When an interpreter is required to establish and maintain a relationship with a
human source, the handling team must contact the HSMU for advice prior to
engaging the interpreter.

e The HSMU, after receiving advice from the handling team, will provide guidance on
the appropriateness of interpreters external to the organisation.

2.5 Transfer of human sources

e  Where the transfer of a human source from one handling team to another team
outside of the originating workgroup is being contemplated, the HSMU must be
consulted. In any such instance an appropriate management plan must be
formulated.

« The management plan must clearly articulate roles, responsibilities and
management arrangements. A-rew-risk-assessment-must-be-undertaken:

e A Nnew Interpose registration process must be initiated by the receiving workgroup
with an updated AOR and new risk assessment undertaken, unless a member of the
previous handling team is transitioning with the human source.

e  Where the transfer of a high risk human source from one handling team to another
handling team inside the originating workgroup is being contemplated, a
documented hand over process with a new AOR, risk assessment, management plan
and controller meet must be conducted. The LSR must approve the transfer prior to
it occurring.

3. The registration process

3.1 Community sources registration

e Where a member believes it is necessary to protect the identity of a community
source they may commence the registration of the contact on Interpose. It is not
necessary to complete an AOR; however a risk assessment is required as detailed at
section 4.2.

e  When a community source is registered/reactivated on Interpose, the OIC will:

- assess and approve recommend or rejeet non-recommend the application. If
the status meets the definition of a Human Source, ensure the proper
registration process is initiated

- update the Interpose human source file with recommendations for review by
the LSR

- allocate a suitable Hhandler and €co-Hhandler

- ensurea-Confidential Code-isallocated

- ensure all future documentation refers to the person by the eoede registration
number
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e Members must be mindful that some sources as result of their occupations, or
being occupationally bound by other duties, may have confidentiality or ethical
obligations or professional obligations regarding confidentiality, e.g. lawyers,
doctors, and-clergy parliamentarians, court officials, journalists and priests etc.

e Prior to considering receiving information or considering approaching a person to
whom professional privilege applies the HSMU must be contacted who will refer the
matter directly to the CSR. The CSR will then refer the matter to the Ethics
Committee for a decision before the proposed registration is to be further
considered.

e Members must obtain advice from HSMU management as to the method of
handling and recording of any such information or intelligence that may conflict
with the professional obligations of the source.

e The source Interpose file is to accurately reflect the planning and methodology to
be followed in managing such a source. HSMU advice is binding and may include
the quarantine of information transmitted that may breach such an obligation or
relationship.

e All registrations involving legal or professional privilege issues must be personally
approved by the CSR. This cannot be delegated to members of the HSMU.

e Where a human source, who is in a position to which confidentiality obligations or
professional privilege applies, voluntarily offers information that is or appears to be
in breach of that privilege then the following is to occur at the earliest opportunity:

- the Interpose record is to be updated with a notation that the information
appears to be in breach of professional privilege

- the information is not be acted upon or disseminated further

- the HSMU must be advised at the earliest opportunity

- the HSMU must obtain legal advice from Legal Services Bivision Department
regarding the use of information or intelligence obtained which may breach a
professional obligation

- the HSMU will advise the CSR whe-in-turn-willadvise-the Human-Seurce
Management-Ethics-Committee

- if there is a potential for a breach of legal professional privilege then the matter
is to be referred to the Human Source Ethics Committee by the CSR

- the Human Source Management Ethics Committee will review the information
provided and make a recommendation as to how the information and the
source will be treated. Such considerations may include positive obligation —
see section 1.20.

e Handlers must not actively seek information from human sources to whom a
professional obligation may apply if such information would cause the human
source to breach such a duty knowingly.

e The strict adherence of this policy is not intended to discourage the use of high risk
sources in such circumstances but to effectively manage the relationship and
information obtained in accordance with acceptable legal and community
standards.

4.7 Requirements for deactivation
18
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5.8 Inactive Source

If the HSMU does not receive any Source Contact Reports from the handler/controller
for a period of three months, a report will be forwarded to the LSR advising that the
source status is not approved. Further use of this source may require a new
registration.

5.9 Deactivated

The source file is no longer in use and all material relating to the management of the
source is either within the source’s Interpose file or secured at the HSMU (e.g. Letters of
Assistance).
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6. Managing and protecting sources

6.1  Requirements for managing (accountabilities)

e Appropriate members must be appointed to manage sources. All members of a
source handling team must have completed the Level 1 Human Source
Management Course as a minimum requirement to be on a handling team. This
includes the OIC, LSR and members delegated some functions of the LSR.

e Upon receipt of a new registration the HSMU will consider the various training
competencies of the handling team and assess that against the source relationship.
The CSR may direct that handling teams include members with higher training
levels to manage identified risks.

6.2 Reassigning handlers, controllers or OIC

Circumstances may arise where it is necessary to re-assign the OIC, €controller,
Hhandler or €co-Hhandler. This may include instances where:

e advice to re-assign the OIC, €controller, Hhandler or €Eco-Hhandler has been
received from the CSR

e the member is:

- onleave

- no longer in the service of Victoria Police

- assigned duties that preclude contact with the source

- found to be unsuitable

- transferred to another work location

- upgraded within their own office (i.e. cannot become €controller if also
Hhandler)

- suspended from duty.

6.3 Responsibilities of the LSR

In deciding to re-assign a member or receiving advice from the CSR, the LSR is to:

e direct the responsibility for managing the source to a nominated new OIC,
Ccontroller, Hhandler or €co-Hhandler, where the member is to be re-assigned
immediately

e personally inform both the existing €controller, Hhandler or €co-Hhandler and new
Ccontroller, Hhandler or €co-Hhandler of the re-assignment

e notify HSMU of the change.

Where the reason for the re-assignment relates to deficiencies in the member’s skills,
the LSR is to inform the HSMU, who may assist with remedial training to correct the
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